
 

 

Scope and Sequence 

C C N A  E x pl or at i on v 4 . 0  
The course objectives and outline of the final two C C N A  E x p loration courses, L A N  S witching  and 
W ireless and A ccessing  the W A N , are subject to chang e since the courses are still under develop m ent.  
The English versions of  t hose t w o c ou rses a re sc hed u led  t o b e a va ila b le in t he N ovem b er–D ec em b er 2 0 0 7  
t im ef ra m e.  

Target Audience 
The target audience for CCNA Ex ploration includes Cisco Network ing Academy® students with advanced problem 
solving and analytical sk ills typically associated with degree programs in engineering, math, or science. 

P rereq uis ites  
CCNA Ex ploration is composed of four courses: Network  F undamentals, Routing Protocols and Concepts, L AN 
Switching and W ireless, and Accessing the W AN. Network  F undamentals is the first course and it has no 
prerequisites. It is a prerequisite for the other three courses.  
Routing Protocols and Concepts is the preferred second course in the sequence, but variations are possible as 
shown in F igure 1 . L AN Switching and W ireless can be taught before Routing Protocols and Concepts, or 
concurrently. L AN Switching and W ireless can also be taught at the same time as Accessing the W AN, after 
Routing Protocols and Concepts. 
Figure 1.   CCNA Exploration Course Delivery Options 
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Target Certif icatio ns  
After completing CCNA Ex ploration, students will be prepared to tak e the CCNA Certification Ex am. 

Curricul um  Des crip tio n 
This curriculum presents a comprehensive overview of network ing; from fundamentals to advanced applications 
and services. It is based on the top-down approach to network ing that is popular in many colleges and universities. 
The course emphasiz es concepts and sk ills required to design network s, while providing opportunities for practical 
application and hands-on ex perience by teaching students how to install, operate, and maintain network s. 
Some of the main features of CCNA Ex ploration are as follows: 

● Can be part of an integrated curriculum or continuing education program at postsecondary institutions such 
as career and technical schools, colleges, and universities  

● Allows students to learn sk ills in a more comprehensive, theoretical, and practical way that is reflective of 
common educational practices at the college level; and uses language that integrates related engineering 
concepts 

● Presents comprehensive coverage of network ing topics, ranging from fundamentals to advanced 
applications and services 

● Includes highly-complex  and challenging hands-on labs 
● O ffers more flex ibility in the curriculum delivery and permits shortened course delivery time 
● Helps prepare students for continuing education and professional careers in IT 

Curricul um  O b j ectiv es  
This curriculum provides students with the sk ills needed to succeed in network ing-related degree programs and 
helps them prepare for CCNA certification. It also helps students develop the sk ills necessary to fulfill the j ob 
responsibilities of network  technicians, network  administrators, and network  engineers. It provides a theoretically-
rich, hands-on introduction to network ing and the Internet.  
U pon completion of the Network  F undamentals course, students will be able to perform the following task s: 

● Ex plain the importance of data network s and the Internet in supporting business communications and 
everyday activities 

● Ex plain how communication work s in data network s and the Internet 
● Recogniz e the devices and services that are used to support communications across an Internetwork  
● U se network  protocol models to ex plain the layers of communications in data network s 
● Ex plain the role of protocols in data network s  
● Describe the importance of addressing and naming schemes at various layers of data network s 
● Describe the protocols and services provided by the application layer in the O SI model and describe how 

this layer operates in sample network s 
● Analyz e the operations and features of the transport layer protocols and services 
● Analyz e the operations and feature of the network  layer protocols and services and ex plain the fundamental 

concepts of routing 
● Design, calculate, and apply subnet mask s and addresses to fulfill given requirements 
 



● Describe the operation of protocols at the O SI data link  layer and ex plain how they support communications 
● Ex plain the role of physical layer protocols and services in supporting communications across data network s 
● Ex plain fundamental Ethernet concepts such as media, services, and operation 
● Employ basic cabling and network  designs to connect devices in accordance with stated obj ectives 
● B uild a simple Ethernet network  using routers and switches 
● U se Cisco CL I commands to perform basic router and switch configuration and verification 

U pon completion of the Routing Protocols and Concepts course, students will be able to perform the following 
functions: 

● Describe the purpose, nature, and operations of a router 
● Ex plain the critical role routers play in enabling communications across multiple network s 
● Describe the purpose and nature of routing tables 
● Describe how a router determines a path and switches pack ets 
● Configure and verify router interfaces 
● Describe the purpose and procedure for configuring static routes 
● Describe the role of dynamic routing protocols and place these protocols in the contex t of modern network  

design 
● Describe how metrics are used by routing protocols and identify the metric types used by dynamic routing 

protocols 
● Identify the characteristics of distance vector routing protocols 
● Describe the network  discovery process of distance vector routing protocols using Routing Information 

Protocol (RIP) 
● Describe the functions, characteristics, and operations of the RIPv1  protocol 
● Compare and contrast classful and classless IP addressing 
● Describe classful and classless routing behaviors in routed network s 
● Design and implement a classless IP addressing scheme for a given network  
● Demonstrate comprehensive RIPv1  configuration sk ills 
● Apply the basic RIPv2  configuration commands and evaluate RIPv2  classless routing updates 
● Describe the main features and operations of the Enhanced Interior G ateway Routing Protocol (EIG RP) 
● U se advanced configuration commands with routers implementing EIG RP 
● Describe the basis features and concepts of link -state routing protocols 
● Describe the purpose, nature, and operations of the O pen Shortest Path F irst (O SPF ) Protocol 

U pon completion of the L AN Switching and W ireless course, students will be able to perform the following 
functions: 

• Identify and correct common network  problems at layers 1 ,2 ,3 and 7  using a layered model approach 
• Interpret network  diagrams 
• Select the appropriate media, cables, ports, and connectors to connect switches to other network  devices 

and hosts. 



• Ex plain the technology and media access control method for Ethernet network s. 
• Ex plain basic switching concepts and the operation of Cisco switches. 
• Perform and verify initial switch configuration task s including remote access management. 
• Describe enhanced switching technologies (VTP, RSTP, VL AN, PVSTP, 8 0 2 .1 q) 
• Describe how VL ANs create logically separate network s and the need for routing between them. 
• Configure, verify, and troubleshoot VL ANs  
• Configure, verify, and troubleshoot trunk ing on Cisco switches  
• Configure, verify, and troubleshoot interVL AN routing 
• Configure, verify, and troubleshoot VTP  
• Configure, verify, and troubleshoot RSTP operation 
• Interpret the output of various show and debug commands to verify the operational status of a Cisco 

switched network . 
• Verify network  status and switch operation using basic utilities (ping, traceroute, telnet, SSH, arp, 

ipconfig), SHO W  &  DEB U G  commands. 
• Identify, prescribe, and resolve common switched network  media issues, configuration issues, 

autonegotiation, and switch hardware failures 
• Manage Cisco IO S. 
• Manage IO S configuration files. (save, edit, upgrade, restore) 
• Describe standards associated with wireless media (IEEE  W I-F I Alliance, ITU / F CC) 
• Identify and describe the purpose of the components in a small wireless network . (SSID, B SS, ESS) 
• Identify the basic parameters to configure on a wireless network  to ensure that devices connect to the 

correct access point. 
• Compare and contrast wireless security features and capabilities of W PA security(open, W EP, W PA-1 / 2 )   
• Identify common issues with implementing wireless network s. (Interference, Misconfiguration) 

U pon completion of the Accessing the W AN course, students will be able to perform the following functions: 
• Describe the impact of  applications (Voice O ver IP and Video O ver IP) on a network  
• Identify and correct common network  problems at layers 1 ,2 ,3 and 7  using a layered model approach 
• Interpret network  diagrams 
• Describe the components required for network  and Internet communications. 
• Implement basic switch security (port security, trunk  access, management vlan other than vlan1 ,etc.) 
• Ex plain the operation and benefits of using DHCP and DNS. 
• Configure, verify and troubleshoot DHCP and DNS operation on a router.(CL I/ SDM) 



• Describe today’ s increasing network  security threats and ex plain the need to implement a comprehensive 
security policy to mitigate the threats 

• Ex plain general methods to mitigate common security threats to network  devices, hosts, and applications. 
• Describe the functions of common security appliances and applications 
• Describe security recommended practices including initial steps to secure network  devices 
• Describe the purpose and types of ACL s. 
• Configure and apply ACL s based on network  filtering requirements.(CL I/ SDM) 
• Configure and apply an ACL s to limit telnet and SSH access to the router using (SDM/ CL I) 
• Verify and monitor ACL s in a network  environment. 
• Troubleshoot ACL  issues. 
• Ex plain the basic operation of NAT. 
• Configure NAT for given network  requirements using (CL I/ SDM) 
• Troubleshoot NAT issues 
• Describe different methods for connecting to a W AN 
• Configure and verify a basic W AN serial connection. 
• Configure and verify a PPP connection between Cisco routers 
• Configure and verify F rame Relay on Cisco routers 
• Troubleshoot W AN implementation issues. 
• Describe VPN technology (importance, benefits, role, impact, components) 

 

M inim um  S y s tem  R eq uirem ents  
Curriculum requirements:  

● 1  Student PC per student; 1  local curriculum server 
L ab bundle requirements:  

● 3 Cisco 1 8 4 1  routers with B ase IP IO S, 1 2 8  MB  DRAM, 32  MB  F lash 
● 3 2 9 6 0  switches, 
● 2  L ink sys wireless routers (L ink sys 30 0 N is preferred; 5 4 G  is an alternative) or SO HO  equivalent 
● 1  L ab PC with Microsoft W indows 2 0 0 0  Server  
● 3 L ab PCs or laptops (Microsoft W indows 2 0 0 0  or W indows X P) 
● Assorted Ethernet and Serial cables and hubs 



Co urs e O utl ine 

N etw o rk  F undam ental s  
This course introduces the architecture, structure, functions, components, and models of the Internet and other 
computer network s. It uses the O SI and TCP layered models to ex amine the nature and roles of protocols and 
services at the application, network , data link , and physical layers. The principles and structure of IP addressing 
and the fundamentals of Ethernet concepts, media, and operations are introduced to provide a foundation for the 
curriculum. L abs use a “ model Internet”  to allow students to analyz e real data without affecting production 
network s. Pack et Tracer (PT) activities help students analyz e protocol and network  operation and build small 
network s in a simulated environment. At the end of the course, students build simple L AN topologies by applying 
basic principles of cabling; performing basic configurations of network  devices, including routers and switches; and 
implementing IP addressing schemes.  
Prerequisites: None 

1 .  L iv ing,  L earning,  Wo rk ing,  and P l ay ing in a N etw o rk -Centric Wo rl d 
1 .0  Introduction 
1 .1  Communication – an essential part of our lives 
1 .2  A network -centric world – supporting the way we communicate 
1 .3 W hat are network s? 
1 .4  Q uality of service (Q oS) – controlling our communications  
1 .5  Security – protecting our communications 
1 .6  Summary 

2 .  Co m m unicatio ns  w ith  Data N etw o rk s  and th e I nternet 
2 .0  Introduction 
2 .1  W hat data network s support the human network ? 
2 .2  Network  models – a layered approach to communication 
2 .3 Protocols – the rules of communication 
2 .4  L abeling the pieces – addressing and naming of communications 
2 .5  Summary 

3 .  O S I  Ap p l icatio n L ay er 
3.0  Introduction 
3.1  Applications – the interface between the human and data network s 
3.2  Application layer protocols – mak ing provision for applications and services 
3.3 Ex amples of application layer protocols  
3.4  Applications and services supporting our communications 



3.5  Summary 

4 .  O S I  Trans p o rt L ay er 
4 .0  Introduction 
4 .1  Roles of the transport layer – managing the pieces of our communications 
4 .2  The U ser Datagram Protocol (U DP) – communicating with low overhead 
4 .3 The Transmission Control Protocol (TCP) – communicating with reliability 
4 .4  TCP – reassembling the pieces and managing data loss 
4 .5  Summary 

5 .  O S I  N etw o rk  L ay er and R o uting 
5 .0  Introduction 
5 .1  Roles of the network  layer – carrying our communications from device to device 
5 .2  Network s – dividing devices into groups 
5 .3 Routing – enabling our communications between network s  
5 .4  Summary 

6 .  Addres s ing th e N etw o rk  – I P v 4  
6 .0  Introduction 
6 .1  Internet Protocol v4  (IPv4 ) addresses 
6 .2  Addresses for different purposes 
6 .3 O verview of IPv6  
6 .4  Subnetting – dividing network s into the right siz es 
6 .5  Testing the network  layer with ping and traceroute  
6 .6  Summary 

7 .  O S I  Data L ink  L ay er 
7 .0  Introduction 
7 .1  Data link  layer – controlling the communication pieces on the media 
7 .2  Media Access Control – how does the media look ? 
7 .3 Media Access Control – addressing and framing the pieces 
7 .4  Summary 

8 .  O S I  P h y s ical  L ay er  
8 .0  Introduction 



8 .1  Physical layer – carrying the bits of our communications 
8 .2  Physical signaling – transmitting the bits of our communications to the media 
8 .3 Physical media – the connections for our communications 
8 .4  Summary 

9 .  An Ex am p l e L AN  Tech no l o gy  – Eth ernet 
9 .0  Introduction 
9 .1  Ethernet media – sending our communications through the L AN  
9 .2  Ethernet overview 
9 .3 Ethernet in the layers – MAC technology 
9 .4  Ethernet in the layers – MAC addressing 
9 .5  Address Resolution Protocol (ARP) – connecting the two layers of addresses  
9 .6  Shared versus dedicated Ethernet – a closer look  at hubs and switches 
9 .7  Summary 

1 0 .  P l anning and Cab l ing Y o ur N etw o rk  
1 0 .0    Introduction 
1 0 .1    Establishing device interconnection 
1 0 .2    Developing an addressing scheme 
1 0 .3   Importance of network  diagrams 
1 0 .4    Creating simple network  diagrams 
1 0 .5    Summary 

1 1 .  Co nf iguring and Tes ting Y o ur N etw o rk  
1 1 .0    Introduction 
1 1 .1    Configuring Cisco devices – Cisco IO S® basics 
1 1 .2    Applying a basic configuration using Cisco IO S 
1 1 .3   Host configuration 
1 1 .4    Verifying connectivity 
1 1 .5    Monitoring and documenting network s  
1 1 .6    Summary 



R o uting P ro to co l s  and Co ncep ts  
This course describes the architecture, components, and operation of routers, and ex plains the principles of routing 
and routing protocols. Students analyz e, configure, verify, and troubleshoot the primary routing protocols RIPv1 , 
RIPv2 , EIG RP, and O SPF . B y the end of this course, students will be able to recogniz e and correct common 
routing issues and problems. Each chapter walk s the student through a basic procedural lab, and then presents 
basic configuration, implementation, and troubleshooting labs. Pack et Tracer (PT) activities reinforce new 
concepts, and allow students to model and analyz e routing processes that may be difficult to visualiz e or 
understand.  
Prerequisites: Network  F undamentals 

1 .  I ntro ductio n to  R o uting and P ack et F o rw arding 
1 .0  Introduction 
1 .1  Inside the router 
1 .2  CL I configuration and addressing review 
1 .3 Introducing the routing table 
1 .4  Path determination and switching functions 
1 .5  Router configuration labs 
1 .6  Summary  

2 .  S tatic R o utes  
2 .0  Introduction 
2 .1  Routers in network s 
2 .2  Directly connected network s 
2 .3 Static routes with " nex t hop"  addresses 
2 .4  Static routes with ex it interfaces 
2 .5  Summary and default static routes 
2 .6  Topology review 
2 .7  Managing and troubleshooting static routes 
2 .8  Static route configuration labs 
2 .9  Summary 

3 .  I ntro ductio n to  Dy nam ic R o uting 
3.0  Introduction 
3.1  Advantages 
3.2  Classifying dynamic routing protocols 



3.3 Routing domains, process IDs, and autonomous systems 
3.4  Metrics 
3.5  Administrative distances 
3.6  Routing protocol and subnetting labs 
3.7  Summary 

4 .  Dis tance V ecto r R o uting P ro to co l  
4 .0  Introduction 
4 .1  O verview of distance vector routing protocols  
4 .2  Network  discovery 
4 .3 Routing table maintenance 
4 .4  Routing loops 
4 .5  Distance vector routing protocols today 
4 .6  Summary 

5 .  R I P v 1  
5 .0  Introduction 
5 .1  RIPv1 : a distance vector, classful routing protocol 
5 .2  B asic RIPv1  configuration 
5 .3 Verification and troubleshooting 
5 .4  Automatic summariz ation 
5 .5  Default route and RIPv1   
5 .6  Troubleshooting 
5 .7  RIPv1  configuration labs 
5 .8  Summary 

6 .  Cl as s l es s  R o uting P ro to co l s ,  V L S M  and CI DR   
6 .0  Introduction 
6 .1  IP addressing 
6 .2  O verview of IPv4  enhancements 
6 .3 Variable-length subnet mask ing (VL SM) 
6 .4  Classless interdomain routing (CIDR) 
6 .5  VL SM and classless routing labs 



6 .6  Summary 

7 .  R I P v 2  
7 .0  Introduction 
7 .1  RIPv1  configuration and limitations 
7 .2  Configuring RIPv2  
7 .3 VL SM and CIDR with RIPv2  
7 .4  Verifying and troubleshooting RIPv2  
7 .5  RIPv2  configuration labs 
7 .6  Summary 

8 .  R o uting Tab l e:  A Cl o s er L o o k  
8 .0  Introduction 
8 .1  Routing table structure 
8 .2  Routing table look up process 
8 .3 Classful routing behavior 
8 .4  Classless routing behavior 
8 .5  Equal cost load balancing 
8 .6  Routing table lab 
8 .7  Summary 

9 .  EI G R P  
9 .0  Introduction 
9 .1  B asic EIG RP configuration 
9 .2  EIG RP metric calculation 
9 .3 F eatures of EIG RP 
9 .4  Establishing adj acencies 
9 .5  Diffusing U pdate Algorithm (DU AL ) 
9 .6  More EIG RP configurations 
9 .7  Verifying and troubleshooting EIG RP 
9 .8  EIG RP configuration labs 
9 .9  Summary 



1 0 .  L ink -S tate R o uting P ro to co l s  
1 0 .0    Introduction 
1 0 .1   Concept of link -state routing protocols  
1 0 .2    L ink -state process 
1 0 .3   Summary  

1 1 .  O S P F   
1 1 .0    Introduction 
1 1 .1    B asic O SPF  configuration  
1 1 .2    O SPF  router ID 
1 1 .3   O SPF  metric calculation 
1 1 .4    Establishing adj acencies  
1 1 .5    O SPF  and multi-access network s 
1 1 .6    More O SPF  configuration 
1 1 .7    Verifying and troubleshooting O SPF  
1 1 .8    O SPF  lab configuration 
1 1 .9    Summary 

L AN  S w itch ing and Wirel es s   
This course helps students develop an in-depth understanding of how switches operate and are implemented in the 
L AN environment for small and large network s. B eginning with a foundational overview of Ethernet, this course 
provides detailed ex planations of L AN switch operation, VL AN implementation, Rapid Spanning Tree Protocol 
(RSTP), VL AN Trunk ing Protocol (VTP), Inter-VL AN routing, and wireless network  operations. Students analyz e, 
configure, verify, and troubleshoot VL ANs, RSTP, VTP, and wireless network s. Campus network  design and L ayer 
3 switching concepts are introduced.  
Prerequisites: Network  F undamentals 
Preliminary chapter o u tline: 
1 . Ethernet Revisited 
2 . Switching Concepts – Cisco IO S® Software and Cisco Discovery Protocol 
3. Inside the Switch 
4 . Campus Network  Design 
5 . B asic Switch Configuration 
6 . VL ANs and IP Telephony B asics 
7 . Rapid Spanning Tree Protocol 
8 . Trunk ing and VL AN Trunk ing Protocol 
9 . Inter-VL AN Routing 



1 0 . W ireless Network s and Mobility 
1 1 . Campus L ANs  

Acces s ing th e WAN  
This course ex plains the principles of traffic control and access control lists (ACL s) and provides an overview of the 
services and protocols at the data link  layer for wide-area access. Students learn about user access technologies 
and devices and discover how to implement and configure Point-to-Point Protocol (PPP), Point-to-Point Protocol 
over Ethernet (PPPoE), DSL , and F rame Relay. W AN security concepts, tunneling, and VPN basics are introduced. 
The course concludes with a discussion of the special network  services required by converged applications and an 
introduction to quality of service (Q oS).  
Prerequisites: Routing Protocols and Concepts  
Preliminary chapter o u tline: 
1 . Managing Traffic: Access Control L ists 
2 . Addressing Hosts: Network  Address Translation, Dynamic Host Configuration Protocol, and IPv6  B asics 
3. Security 
4 . Introduction to W AN Technologies 
5 . W AN Devices and Connections: CSU , Cable Modem, and DSL  Modem 
6 . Connecting to the W AN: L eased L ines, Cable, and DSL  
7 . Point-to-Point Protocol and Point-to-Point Protocol over Ethernet 
8 . F rame Relay 
9 . Q oS Considerations 
1 0 . Tunneling Concepts and VPN B asics  
1 1 . Capstone: Converged Network s 

 
 
 

 


