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Herausforderungen fiir jeden Einzelnen ‘ -" =

SECURITY NONEXPERTS' TOP SECURITY EXPERTS' TOP
ONLINE SAFETY PRACTICES ONLINE SAFETY PRACTICES

1. USE ANTIVIRUS
SOFTWARE

2. USE STRONG
PASSWORDS

2. USE UNIQUE

PASSWORDS ’

3. USE TWO-FACTOR

FREQUENTLY AUTHENTICATION

4. ONLY VISIT WEBSITES
THEY KNOW

4. USE STRONG
PASSWORDS

5. USE A PASSWORD
MANAGER

5. DON'T SHARE
PERSONAL INFORMATION

' 3. CHANGE PASSWORDS
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Beispiel: Hintergrund AV-Software L = =

Antivirus is: Die besten Antivi 2016 im Vergleich

Der letzte Virenscanner Test wurde am 15.09.2016 durchgefuhrt. Alle Virenscanner haben wir mit ateren und neuen Schadiingen konfrontiert. Die Virenscanner
wurden mit aktuellen Updates versorgt und hatten durchgehend eine funktionierende Internet-Verbindung. Mehr uber das Testverfahren.

=1 o =

Bitcefender Internet Securty 2017 100 Pkt 100 Pkt 10.0 i, 49,95 Euro*
1 *Entscheldest du dich ir die 5-Jahres Lizenz, ,99 Euro/Jahr (elnmallg 89,95 Euro). Bitdefender st aktuel auch Testsleger bel den
weltweit fihrenden Virenschutz-Testizboren AV-TEST und AY-Comparatives.
2 Kaspersky Intemet Securty 2017 56% s0pke s0pke 1009 4,95 Euro
3 Norton Securty Deluxe 200 o pie 0 bt 95 43,99 Euro
4 Fesecure Internet securty 5% 70mk 80Pkt 705k, D 43,90 Euro
5 Avra Iternet Securty 3% 706k s0pk 705k, D 39,95 Euro
6 ESET Smant Securty 2% aspke 705k 95 P 34,95 Euro
7 Avast Free Antivirus s0% @ 60 Pkt 8.0 bk 7.5 . D Gratis
G Dsta Internet securty
B

[rere—— © Erkennungsrate im Test

12 A v ree Altere Schéadlinge: @ 97.9%

14| Ad-Aware Pro Security

5 Weroan Windows oetecer Neue Schadlinge: @ 80.9%
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3 Genauere Betrachtung der Testergebnisse ‘ -‘f =l

431 Mio. neue
Schadprogramme 2015

Schadlinge
1,0,0002%*
Schadlings-Alter Anzahl
hadlinge 100 %
Altere Schadlinge 900
Summe

BASIS

Stand: 30.03.2017 FK Dr. Robert Koch




Reviewed % = =

62%

19 —109 100999 — 10009999

/
A

PR ——_

P N S

Stand: 30.03.2017 FK Dr. Robert Koch

@J Aktuelles Beispiel a = =

Overview
Our research team has uncovered a new Zero-Day attack for taking full control over major antiviruses
and next-generation antiviruses. Instead of hiding and running away from the antivirus, attackers can
now directly assault and hijack control over the antivirus.

The attack begins when the attacker injects code into the antivirus by exploiting a new Zero-Day
vulnerability. Once inside, the attacker can fully control the antivirus. We named this attack
DoubleAgent, as it turns your antivirus security agent into a malicious agent, giving an illusion that
the antivirus protects you while actually it is abused in order to attack you.

Cuelle: cybellurn.com

DoubleAgent exploits a 15 year old vulnerability which works on all versions of Microsoft Windows,
starting from Windows XP right up to the latest release of Windows 10. The sad, but plain fact is
that the vulnerability is yet to be patched by most of the antivirus vendors and could be used in the
wild to attack almost any organization that uses an antivirus. Once the attacker has gained control
of the antivirus, he may command it to perform malicious operations on behalf of the attacker.
Because the antivirus is considered a trusted entity, any malicious operation done by it would be
considered legitimate, giving the attacker the ability to bypass all the security products in the
organization.

The attack has been tested and proven on all the major antiviruses as well as of all versions of
Microsoft Windows. The attack was reported to all the major vendors which approved the
vulnerability and are currently working on finding a solution and releasing a patch.
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3 Umgang mit Daten... ‘ E‘z‘deswehr

> Beispiel ErschieBung Geheimdienstagent Nicola Calipari
> Untersuchungsbericht in Word geschwarzt, PDFMaker 6.0 Export

5. (U) Rhino Bus Run TTP Background ion k
5. (U) Rhino Bus Run TTP Background

(U) Since October 20
Mogt of 'hf c[""h"’c('f "l (U)Since October 2004, there had been significant insurgent contact on Route liish.
assessment of the Coallt  yy ¢t of the contacts were RPGs, SAF, IEDs, and VBIEDs. These attacks prompted a re-

assessment of the Coalition’s responses for operations along Route Irish.

here was routinely at least one convoy each day. Rhino buses (armored buses) were|
rocured to provide better protection for passengers. Additionally, a series of briefings]

reek. Each run consists of up to 65 escorted passengers. This is the standard TTP 1-76
‘A learned during the Right Seat/Left Seat Ride program conducted by 2-82 FA as pa
of Relief in Place operations. 1-76 FA’s higher headquarters, Fourth Brigade|
rdinates attack helicopter support to conduct route reconnaissance ahead of the|
woy and Close Air Support in the event of an attack. (Annex 59C).
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Insurgents Used Cell Phone Geotags to Destroy
AH-64s inIraq

&l

Quele: defensetech

-
s
-
London Railway Station System Passwords
Exposed On TV Documentary
>
-

Quele: youtube com
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3 Bedeutung Informationsraum ‘ Nk B
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DIGITALE MANIPULATION Einsatz in Litaven
- - - El hinter Fake-N legen
Wie Social Bots den Brexit sedeoven ’ o
verursachten I

O von watthis Gevaver
italter der Digitalisierung t
Wissenschaftler in einem ex
nifest eindringlich vor Gefahre
uf Grundlage digitaler Techno
mit dem Sozialwissenschaf

Wird die Demokratie i
Monaten warnten
publizierten Digital-M
Verhaltenssteuerung
Widerhall? Ein Intel
Experten Dirk Helbing

Cuallo: speklium. oe

Burdesnene Sokstn aut e Wegnach Ltaven

Quell: soiegolda
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Sicherheit von Waffensystemen... A
Bundeswehr
Defence Secretary announces major
cyber investment
From: Minstyof Defence and The Rt Hon S Michaet Fallon MP
Fistpublished: 20 October 2016
The UK willinvest up to £265m to boost the defence of military cyber systems, the Defence
Secretary has announced. H
Michael Fallon said the investment, which supports the new Cyber %
ili igati will help the MOD better °
understand cyber risks.
Speaking at the second International Cyber Symposium Mr Fallon said it
will also help the MOD ensure that resilience to cyber-attack is built-in
when buying equipment in future.
.9 o
Defence Secretary Michael Fallon spoke Defence Secretary Michael Fallon said:
at the second RUSI Cyber Symposium.
Crown Copyright. “ Cyber-attack is one of the greatest challenges to our security. It's crucial
we use our increasing defence budget to stay ahead and investing in this
programme will help us protect against these threats.”
BASIS
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Auszug aus dem Bedrohungsspektrum... 7+\~
Bundeswehr
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Entwicklung von ,Vampire Drones“

S
Method and apparatus for destructing Publication number US20170032149 A1
compromised devices Publication type
Application number
e Publication date Fen2,2017
Filing date i 29, 2016
ABSTRACT Priority date () Jul 30,2015
The system and method for desiroying compromised objects, including (=i (T SRR R B
electronic devices. The system and method utiizes a barrier separating two Original Assignee Bae Systems Information And Electronic
Systems Integration Inc.
reagents that can be rapidly mixed to form a base when desired. The system
and method have a barrier configured to be friggered remolaly. The barrier Crai i EICHEED M
comprises an aluminum foil layer. Classifications (6)
External Links: USPTO, USPTO Assignment, Espacenet
us 20170 STRETTRRAFTE
mmm BASIS
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Entwicklungen im Bereich Speicher

5d Glas-Speicher
360 TB

Haltbarkeit: 13,8 M

The evolution of Data - You can store 215 petabytes
in 1 Gram of DNA

Qualle: taverge.com

alarge external

ten years from now, maybe you
just a few grams of DNA.

) o Journal Science, they
the 1985 French movies, computer viruses, and $ 50 Amazon gift cards in the DNA. Using this
‘method scems to be able to put 215 petabytes of data in 1 g of DNA .
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g Bedeutung...

Utah Data Center
(Vernuinftige) Schatzung 2013
~ 3..12 Exabyte
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g Entscheid BM'in der Verteidigung Oktober 2016

Tagesbefehl 05. Oktober 2016
* Erster Meilenstein des erweiterten

Aufbaustabs CIR erreicht

* Einrichtung einer neuen Abteilung
Cyber/IT im BMVg in BERLIN und
BONN mit Klaus-Hardy Miihleck
als Abteilungsleiter CIT und Ressort
g Chief Information Officer.

Weichenstellung fir stérker IT-
getriebene Modernisierung und
Aufwertung CIR zu einer
eigenstédndigen militarischen

Dimension.
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Startschuss fiir CIR
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g) Cyberhygiene ‘ -‘\' =

»If you think technology can solve your security problems,
then you don't understand the problems
and you don't understand the technology.“

— Bruce Schneier
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Q* DIE Herausforderung... Fachkréfte (fort.")

Unsicheres Log-in-Feld: Webseiten-Betreiber beschwert e
sich bei Firefox liber Warnung

21032017 11:56 Uhr - Fabian A. Scherschel () vorlesen

Der Firefox-Browser warnt seit einiger Zeit vor Passwortfeldern, deren Inhalte
unverschliisselt an den Server iibermittelt werden. Ein Admin will das allerdings
nicht hinnehmen - seine Systeme seien sicher, seit iiber 15 Jahren.
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gJ Forschungsinstitut CODE

der Bundeswehr

Universitdt @ Mutinchen

Cyber Defence

Universitdt der Bundeswehr Miinchen

Startschuss fiir ZITiS

400 Stellen bis 2022 in der Zentralen Stelle far Informationstechnik im
Sicherheitsbereich (ZITiS) in Manchen geplant
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g Cybersicherheit

~ Jeder Einzelne muss sich seiner Rolle...

~ ... und der Cybergefahren bewusst sein!

~ Cyberhygiene & Awareness
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