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KI- offene Organisationskultur 

òOrganizations should cultivate a pro - AI culture to ensure they can fully 
harness its potential. To achieve this, organizations should ensure that as they 
adopt and deploy AI across areas of their business, they not only highlight its 
potential benefits, but also acknowledge any concerns employees might have 
on the impact on their jobs and roles. Additionally, organizations should 
proactively provide necessary support and resources to help employees 
upskill and reskill , so they are not only able to use and leverage these 
technologies, but also remain optimistic about its impact as well as their own 
jobs.ó

Quelle: Cisco (Hg.): AI Readiness Report, 2024, Seite 22.
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KI- bezogener Aus-  und Weiterbildungsbedarf

òFaced with a competitive talent market, training and upskilling existing talent 
could be a more sustainable solution for organizations . Among our 
respondents, 40% say their organization is investing in upskilling and reskilling 
existing talent . Further, with over half (51%) of respondents saying they hire 
external vendors to train their staff, compared to 39% who say they have 
internal training programs, there is an opportunity for such vendors as well as 
public - private partnerships to offer more training and development programs 
for organizations to bridge their talent gap, which will in turn help build up a 
pipeline of AI talent in the market.ó

Quelle: Cisco (Hg.): AI Readiness Report, 2024, Seite 17.
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Regulierung der KI in der EU
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European AI Act

Fines up to 35 million EUR 

or 7% 

Implementation timeline in in 

6,12,24,36 months
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Risk Based Approach
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Education and Training
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While there are no specific fines for failing to 

ensure AI literacy, non-compliance with 

Article 4 éfor example, supplying incorrect, 

incomplete, or misleading information to 

notified bodies or national authorities can 

result in fines up to ú7,500,000 or 1% 

worldwide annual turnoveré

Source: William Fry
Time to (AI) Act is now
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Zugªnge zu KI in der IT- Berufsbildung
Empirische Daten ð Prognosen 
- > Studie des AI Consortiums
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https://www.cisco.com/c/dam/m/ai - enabled- ict-
workforce - consortium/report.pdf

https://www.cisco.com/c/dam/m/ai-enabled-ict-workforce-consortium/report.pdf
https://www.cisco.com/c/dam/m/ai-enabled-ict-workforce-consortium/report.pdf
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7 Job family Definition 47 Job role

Business and 

Management 
Managing the development, business analysis and 

marketing of technology products and services

Å Business Analyst

Å Business Intelligence Analyst

Å Business Systems Analyst

Å Customer Service Representative

Å Digital Marketing Specialist

Å Product Manager

Å Project Manager

Å Senior Product Manager

Cybersecurity
Protecting systems, networks, and data from 

security breaches and cyberattacks

Å Cybersecurity Analyst 

Å Information Security Analyst

Å Information Security Specialist

Å Ethical Hacker

Å Soc Analyst Level 1

Data Science
Analyzing and interpreting large sets of data to 

extract valuable insights

Å Data Analyst

Å Data Engineer

Å Data Scientist 

Å Data Specialist

Design and User 

Experience
Designing the user experience and interface

Å Design Engineer

Å Product Designer Engineer
Å UX Designer

Infrastructure and 

Operations 

Managing and maintaining computer networks, 

including installing and configuring network 

equipment and troubleshooting network issues

Å Database Administrator

Å Help Desk Analyst

Å IT Manager

Å IT Support Specialist

Å Network Administrator

Å Network and IT Automation Engineer

Å Network Support Technician

Å Senior Network Engineer

Å Systems Administrator

Å Systems Analyst

Software Development
Designing, coding, testing, and maintaining software 

applications and systems

Å AI / ML Engineer

Å Application Developer

Å Back End Developer

Å Cloud Engineer

Å Front End Developer 

Å Full Stack Developer

Å Java Developer

Å Principal Software Engineer

Å Python Developer

Å Software Architect

Å Software Developer

Å Senior Software Development Engineer

Å Software Engineer

Å Senior Software Engineer

Å Web Developer

Testing and Quality 

Assurance
Providing technical support and assistance to users 

Å Software Test and Debug

Å Technical Writer
Å Quality Assurance Analyst

Consortium Report 195 pages containing the analysis for 
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K E Y  F I N D I N G S

1) Every ICT job becomes an AI-influenced job with 92% of the jobs analyzed 

having high or moderate level of transformation expected.

https:// www.cisco.com /go/ai - workforce - consortium
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KEY FINDINGS

1)  37% der Einstiegspositionen und 40% der mittleren Positionen werden durch Änderung im Kompetenzprofil 

wegen der Nutzung von KI in Geschäftsprozessen in starkem Maß betroffen sein

2) In der Studie werden drei grundlegende Kompetenzbereiche identifiziert, die für alle Job-Rollen in der IT 

von Relevanz sind :

AI 

literacy 

ÅCritically select and use AI tools 

for the task

ÅResponsible use of AI tools

ÅUnderstand ethical aspect of AI

Data fundamentals

ÅData science principles and 

techniques 

ÅData classification

ÅBasic analytics

ÅStory telling with data

Prompt 

engineering

ÅHow to interact with AI system with 

prompt

ÅPrompting techniques

ÅPotential and limitation of the 

prompting engineering

Complemented with professional (soft) skills such as, critical thinking, learning agility and effective communication.

https:// www.cisco.com /go/ai - workforce - consortium
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Zugªnge zu KI in der IT- Berufsbildung
Wie kºnnen KI- Inhalte in die IT- Aus-  
und Weiterbildung integriert werden? 
Ausbildungsordnung
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Bei der fortschreitenden digitalen 
Vernetzung, dem Aufbau und der 
Entwicklung von cyber-physischen 
Systemen und der Implementierung
vom maschinellem Lernenund 
künstlicher Intelligenz in Anwendungen
und Systemen arbeiten beide Berufe 
sowie die Fachrichtungen eng verzahnt 
miteinander und mit den 
kaufmännischen IT-Berufen 
zusammen.

Quelle: Bundesinstitut für Berufsbildung (Hg.) 2020: 
Ausbildungshilfen zur Ausbildungsordnung 
Fachinformatiker / Fachinformatikerin; S. 78
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Wo kann das Thema AI in der IT- Ausbildung 
eingef¿gt werden?

ÅIm IT Berufsfeld  sind alle Tªtigkeitsbereiche von der KI- (R)Evolution 
betroffen

ÅEs kristallisieren sich einige Kompetenzen als notwendig  f¿r alle Fachkrªfte 
heraus. Diese kºnnen grob  bestehenden  Lernfeldern  zugeordnet  werden  
(Lernfelder  1- 9 in fett , denn hier sind die Rahmenlehrplªne identisch ):

ÅVerstªndnis der Rahmenbedingungen  und Sensibilitªt f¿r den legalen und ethischen  
Einsatz von KI- Modellen  insbesondere  des EU AI Acts (Lernfeld  5 Fachinformatiker.innen  
+ Lernfeld  11b FISI)

ÅGrundlagen der Datenanalyse (Lernfeld  8 Fachinformatiker.innen  + 11a FIAE)

ÅKompetenz, sinnvolle und zielgerichtete  KI- Anfragen òPromptsó zu erstellen  (Lernfeld  8 
Fachinformatiker.innen  + 10c FIDP + 10d FIDV)

ÅKI- spezifische  Inhalte kºnnen vermutlich  durch Ergªnzung bestehender  
Lernsituationen  vermittelt  werden   
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Lernmaterialien f¿r den Unterricht
Welche Quellen von KI- Inhalten stehen 
f¿r die IT- Aus-  und Weiterbildung zur 
Verf¿gung? NetAcad Perspektive
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Cybersecurity Networking AI & Data Science Programming Information 
Technology

Digital Literacy Cisco Packet 
Tracer
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Introduction to 
Cybersecurity

Featured module: 
AI Security Nuggets

Introduction to IoT and 
Digital Transformation

Introduction to Modern AI
Introduction to 
Data Science

AI Fundamentals 
with IBM SkillsBuild

AI with Intel Learning 
Collection

Featured module: 
The Road to Intelligent 
Machines

Computer Hardware 
Basics

Operating System Basics

Linux Unhatched

Digital Awareness

Using Computer 
and Mobile Devices

Getting Started with Cisco 
Packet Tracer

Exploring Networking with 
Cisco Packet Tracer

Exploring Internet 
of Things with Cisco 
Packet Tracer
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Cybersecurity Essentials

Endpoint Security

Network Defense

Cyber Threat Management

Networking Essentials

Networking Basics

Networking Devices 
and Initial Configuration

Network Addressing and 
Basic Troubleshooting

Network Support 
and Security

Course 2&3 in AI 
Essentials Path
(will be published in 
May/June 2025)

Python Essentials 1

JavaScript Essentials 1

C Essentials 1

C++ Essentials 1

IT Essentials

Linux Essentials
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CyberOps Associate

Ethical Hacker

CCNA: Introduction
to Networks

CCNA: Switching, Routing, 
and Wireless Essentials

CCNA: Enterprise 
Networking, Security,
& Automation

DevNet Associate

Python Essentials 2

JavaScript Essentials 2

C Essentials 2

C Advanced

C++ Essentials 2

C++ Advanced

Linux 1 

Linux 2

Network Security Data Analytics Essentials

Cisco Networking Academy Portfolio
Professional Skills

Core Skills 

Creating Compelling Reports

Engaging Stakeholders for 
Success

English for IT 

English for IT 1 and 2

Entrepreneurship

Discovering Entrepreneurship

Launching a Business Venture

Managing a Business Venture

Career Resources

Career Preparation Workshop

Practice Tools

Labs

Cisco Packet Tracer

Virtual machines

Remote labs

Physical equipment 

Interactive Learning

Built- in web widgets

Interactive branching activities

Assessments

Adaptive assessments powered 
by AI

Formative quizzes and exams

Summative exams

25 October 2024
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Introduction to Modern AI

Course Overview
This interactive course covers the basics of 
AI through free AI- enabled apps. Students learn 
the basics of computer vision, machine 
translation, and chatbots. Students learn  how 
chatbots work, gain tips for writing better 
prompts, and explore ways to apply chatbots for 
personal use and productivity.

Benefits

AI- enabled apps are revolutionizing the way we 
work and learn, with millions worldwide using 
them to simplify everyday tasks. Teaching 
students practical AI skills can foster 
innovation and enhance their future AI readiness.

V Write effective chatbot prompts.
V Teach computer vision using a photo app.
V Apply machine translation with an online 

translation tool.
V Practice16 prompting exercises with 10+ 

popular chatbots and AI tools.
V Learn how chatbots are used in seven key 

ways: Expand, Synthesize, Transform, 
Evaluate, Chat, Take Actions, and Input Images 
and Text.

Target Audience: High School, secondary or 
vocational school and college/university students 
and general audience

Estimated Time to Completion: 6 hours

Prerequisites: None

Course Delivery: Self- paced and Instructor - led

Learning Component Highlights:
V 7 learning modules 
V 50 lecture videos
V 16 chatbot prompting exercises
V 5 hours of engaging video content
V 1 hands- on, open- ended video project
V 1 final exam

Course Recognitions: Digital badge

Course Details

É 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements

ÅASC Alignment: Recommended

ÅInstructor Training: Optional

ÅPhysical Equipment: Not Required
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Introduction to Data Science

Course Overview
This introductory course takes learners inside 
the world of data science. They will learn the 
basics in the fields of data science, data analytics 
and data engineering to better understand how 
machine learning is shaping the future of 
business, healthcare, education and more.

Benefits
Data science professionals who can 
provide actionable insights for data - driven 
decisions are in high demand.

V Develops awareness of opportunities that 
data analytics enable.

V Explores career opportunities in the 
Data Science, Analytics, Engineering and 
Artificial Intelligence, and Machine Learning 
landscapes.

Target Audience:  High- school, Secondary and 
2- year college students, General audience

Estimated Time to Completion: 6 hours

Recommended Preparation: None

Course Delivery: Self- paced

Learning Component Highlights:
Å 4 modules
Å 5 practice lab activities  
Å 1 interactive pivot table widget
Å 14 videos
Å Knowledge checks and modules quizzes
Å Final Exam

Course Recognitions: Digital Badge

Recommended Next Course: 
Data Analytics Essentials

Course Details

É 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements
ÅASC Alignment: Recommended 

ÅInstructor Training: Optional

ÅPhysical Equipment: Not Required
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Course Overview
Learners will understand how to use the 
fundamental tools of a data analyst, and how to 
transform, organize and visualize data with 
spreadsheet tools such as Excel. They will learn 
how to query data from a relational database using 
SQL and how to improve their data presentations 
using powerful business intelligence tools like 
Tableau. By the end of the course, they will have 
an analytics portfolio complete with an analysis of 
popular datasets, showcasing their skills in Excel, 
SQL and Tableau.

Benefits
Organizations all over the world recognize the 
value of analytics. This course teaches the tools of 
the trade.

VQL and spreadsheets are used in almost every 
organization globally

VDashboarding, data visualizations and 
storytelling with data are highly sought after

Requirements
ÅASC Alignment: Recommended

ÅInstructor Training: Optional

ÅPhysical Equipment: Not Required

Target Audience : High school, secondary and 2
- year college vocational students, college and 
university students studying IT or non - IT fields, 
career changers

Estimated Time to Completion : 30 hours

Prerequisites: None. Introduction to Data 
Science recommended

Course Delivery: Self- paced

Learning Component Highlights:
Å 10 modules
Å 23 practice labs
Å 6 practice labs with localized widget
Å 38 videos
Å 56 practice opportunities
Å 8 module exams
Å 1 final exam

Course Recognitions: Digital Badge

Recommended Next Course: 
Python Essentials 1

Course Details

netacad.com

Data Analytics Essentials

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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AI Fundamentals with IBM SkillsBuild

Course Overview
Students will learn fundamental artificial 

intelligence (AI) concepts, including machine 

learning, deep learning, natural language 

processing (NLP), and computer vision. Students 

apply these concepts with  a comprehensive 

machine learning project within IBM Watson 

Studio.

Benefits
AIôs impact on the tech workforce is reshaping 

industries at an unprecedented pace. Equip your 

students with fundamental AI concepts and 

hands-on practice with the latest tools and 

technologies and enhance their readiness to 

thrive and compete in the world of AI.

VStudents build and test an AI machine 

learning model using IBM Watson Studio and 

learn how to save it as a Jupyter Notebook.

VStudents learn key AI concepts like generative 

AI, deep learning, and neural networks.

VStudents explore the AI job marketôs rapid 

growth, hear how real AI professionals got their 

start, and learn the skills needed for an AI-

driven career.

Target Audience: High school, secondary or 
vocational school and college/university students, 
general audience

Estimated Time to Completion: 10 hours

Prerequisites: None

Course Delivery: Self- paced

Learning Component Highlights: 

Å 6 learning modules and 25 quizzes

Å Many interactive practice activities and 

simulations

Å 5 module final assessments

Å 1 AI machine learning project

Recommended Next Course: Introduction to 
Cybersecurity

Course Details

É 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements

ÅASC Alignment: Recommended

ÅInstructor Training: Optional

ÅPhysical Equipment: Not required

Developed in collaboration with
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KI- Kompetenzaufbau in der Aus-  und Weiterbildung

ÅDie Fªhigkeit KI- Potenziale einzuschªtzen, Verstªndnis ethischer , rechtlicher  
und regulatorischer  Rahmenbedingungen  ist f¿r IT-Fachkrªfte zuk¿nftig 
Kernkompetenz  

ÅUnternehmen  und Bildungsinstitutionen  m¿ssen Qualifizierungs-
mºglichkeiten anbieten und eine Kultur f¿r KI- Experimente schaffen , die 
Risiken im Blick hat

AI 

literacy 

ÅCritically select and use AI 

tools for the task

ÅResponsible use of AI tools

ÅUnderstand ethical aspect 

of AI

Data fundamentals

ÅData science principles and 

techniques 

ÅData classification

ÅBasic analytics

ÅStory telling with data

Prompt 

engineering

ÅHow to interact with AI system 

with prompt

ÅPrompting techniques

ÅPotential and limitation of the 

prompting engineering




